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Alternate Functional Areas 

1. Authentication & Authorization 1. Access & Identity Lifecycle Management 

(Combines areas 1 & 4) 

2. Availability  

3. Confidentiality 2. Data & Information Protection (Combines 3 

& 5) 

4. Identity Management  

5. Integrity  

6. Security Monitoring & Incident Response 3. Security Event Management 

7. Security Policy Management 4. Security Policy 

 5. Data Policy Enforcement 

 6. Threat and Vulnerability Management 

 7. Software, System & Service Assurance 

 8. Security Entitlement 

 9. Governance 

 10. Audit, Accountability & Compliance 

 11. Contingency Planning 

  

  

 

 


